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1 Program Overview 
The Electronic-Florida Online Reporting of Controlled Substances Evaluation program (E-
FORCSE) is Florida's Prescription Drug Monitoring Program (PDMP). E-FORCSE was created by 
the 2009 Florida Legislature in an initiative to encourage safer prescribing of controlled 
substances and to reduce drug abuse and diversion within the State of Florida. The purpose of E-
FORCSE is to provide the information that will be collected in the database to healthcare 
practitioners to guide their decisions in prescribing and dispensing these highly-abused 
prescription drugs. 

Section 893.055, Florida Statutes (F.S.), requires healthcare practitioners to report to E-FORCSE 
each time a controlled substance is dispensed to an individual. This information is to be 
reported through the electronic system as soon as possible but no later than close of business 
the day after dispensing. This reporting timeframe ensures that healthcare practitioners have 
the most up-to-date information available. 

Section 893.0551(3)(f), F.S., provides that a law enforcement agency that has entered into a user 
agreement with the Department may request confidential controlled substance dispensing 
information from the database during active investigations regarding potential criminal activity, 
fraud, or theft involving prescribed controlled substances. In addition, Department of Health 
Investigative Services Unit, the Attorney General’s Medicaid Fraud Unit, district medical 
examiners, and impaired practitioner consultants may request information from the database to 
aide in the investigation of cases involving controlled substances. 

Section 893.055(1)(a), F.S., defines an active investigation as an investigation that is being 
conducted with a reasonable, good faith belief that it could lead to the filing of administrative, 
civil, or criminal proceedings, or that is ongoing and continuing and for which there is a 
reasonable, good faith anticipation of securing an arrest or prosecution in the foreseeable 
future.  

In order to request confidential information from the program manager, the agency head or 
designee of an agency identified in section 893.0551(3)(d)-(h), F.S., shall: 

1. Enter into a user agreement with the Department using the Prescription Drug Monitoring 
Program Memorandum of Understanding (Appendix 1); and 

2. Identify to the Program manager one agency administrator using the Agency Administrator 
Appointment Form (Appendix 2). 

The Agency Administrator shall appoint authorized users to request and receive confidential 
information on behalf of the agency using the Agency Authorized User Appointment Form 
(Appendix 3). Authorized users must complete the E-FORCSE Information Security and Privacy 
Training Course, available at http://www.e-forcse.com/law-enforcement-
information/index.html, prior to registration. E-FORCSE will comply with the Health Insurance 
Portability and Accountability Act (HIPAA) as it pertains to protected health information (PHI), 
electronic protected health information (ePHI), and all other relevant state and federal privacy 
and security laws and regulations.  
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2 Document Overview 

Purpose and Contents 
This guide is intended for use by all enforcement and investigative agencies in the State of 
Florida who request confidential controlled substance dispensing information from the program 
manager during active investigations regarding potential criminal activity, fraud, or theft 
involving prescribed controlled substances. 

For the purposes of this guide, an active investigation means an investigation that is being 
conducted with a reasonable, good faith belief that it could lead to the filing of administrative, 
civil, or criminal proceedings, or that is ongoing and continuing and for which there is a 
reasonable, good faith anticipation of securing an arrest or prosecution in the foreseeable 
future.  
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3 Agency Responsibilities 

User Agreement 
In order to request confidential information from the program manager, the agency head or 
designee of an agency identified in section 893.0551(3)(d)-(h), F.S., must enter into a user 
agreement with the Department. The user agreement outlines the terms, conditions, and 
limitations associated with using PMPAWARxE to request information pursuant to an active 
investigation as authorized by section 893.0551, F.S., from the program manager. To obtain a 
copy of the User Agreement, shown in Appendix 1, please go to www.e-
forcse.com/law_enforcement_investigative_agencies/index.html. 

Agency Administrator Appointment 
The agency head or designee shall identify to the E-FORCSE program manager one agency 
administrator. Effective January 15, agency administrator appointments are made by submitting 
an Agency Administrator Appointment Form, DH8010-PDMP, to the program manager or 
support staff. To obtain a copy of the form, shown in Appendix 2, go to to www.e-
forcse.com/law_enforcement_investigative_agencies . The Authorized User Appointment topic 
in this document provides the steps that must be taken to appoint an agency administrator.  

The agency head or designee shall notify the program manager of changes to the agency 
administrator immediately, and authority to request and receive information from the program 
manager shall be suspended during an agency administrator vacancy. 

Training 
The agency head or designee shall ensure the agency complies with the user agreement, this 
Training Guide for Law Enforcement and Investigative Agencies, E-FORCSE Information Security 
and Privacy Training Course, and the laws and rules governing the access, use, and 
dissemination of Information received. 

Safeguarding Information 
All information disseminated from the PDMP database in any form to any entity is considered 
protected health information (PHI) and any and all applicable federal and state laws, including 
the Health Insurance Portability and Accountability Act (HIPAA), govern the use of it. It is the 
Agency’s duty and responsibility to maintain the confidential and exempt status of any 
information received from the PDMP. 

Information provided will not be used for any purposes not specifically authorized by the user 
agreement. Unauthorized use includes, but is not limited to, requests on behalf of another law 
enforcement agency, requests not related to a legitimate purpose, personal use, and the 
dissemination, sharing, copying or passing of this information to unauthorized persons. 
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All information provided to an agency, entity, or individual will be labeled “CONFIDENTIAL: This 
information obtained from E-FORCSE contains confidential controlled substance prescription 
dispensing information.” Information received by an Agency should only be retained until the 
investigation or prosecution is complete and will thereafter be destroyed. 

Information provided by electronic means will be stored in a place physically secure from access 
by unauthorized persons. Access to the information provided will be protected in such a way 
that unauthorized persons cannot review or retrieve the information. 

The agency must notify in writing the Department and the affected individual following the 
determination that personal Information has been compromised by any unauthorized access, 
distribution, use, modification, or disclosure within 30 days of such determination. The 
statement to the Department must provide the date and the number of records affected by any 
unauthorized access, distribution, use, modification, or disclosure of personal information.  
Further, as provided in section 501.171, F.S., the document must include the following: synopsis 
of security breach, policy/incident report, number of affected persons, security policy, recovery 
steps, services offered to individuals, and contact information to obtain additional information. 

Disclaimer 
The Department of Health makes no claims, promises, or guarantees about the accuracy, 
completeness, or adequacy of the contents of the information in the database, and expressly 
disclaims liability for errors and omissions in the contents of the database. The records in the 
database are based on information submitted by pharmacies and dispensing health care 
practitioners. Records should be verified before any clinical decisions are made or actions are 
taken. 
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4 Administrator Responsibilities 
The agency administrator shall be responsible for ensuring the Agency’s compliance with the 
user agreement and the laws and rules governing the access, use, and dissemination of 
information received. 

Authorized User Appointment 
The agency administrator shall appoint authorized users to request and receive information on 
behalf of the agency. Effective January 2015, appointments are made by submitting an Agency 
Authorized User Appointment Form, DH8011-PDMP (Appendix 3), which is located at www.e-
forcse.com/law_enforcement_investigative_agencies, to the program manager or support staff. 
The Authorized User Appointment topic in this document provides the steps that must be taken 
to appoint an authorized user. 

The agency administrator shall notify the program manager of authorized user changes and shall 
annually verify the list of authorized users on or before June 30. Additionally, the agency 
administrator shall conduct quarterly quality control review of user access permissions to 
ensure all current users are appropriately authorized. 

Training 
The agency administrator shall ensure the following training is completed prior to authorized -
user registration: 

1. Prior to appointment, authorized users must review and demonstrate completion of this Training 
Guide for Enforcement and Investigative Agencies, DH8012-PDMP, effective January 2015, which is 
located at www.e-forcse.com/law_enforcement_investigative_agencies.  

2. Prior to appointment, authorized users must demonstrate completion of the E-FORCSE 
Information Security and Privacy Training Course, effective January 2015, which is located at 
http://www.e-forcse.com/law_enforcement_investigative_agencies . 

The agency administrator shall ensure all that authorized users have actual knowledge of an 
active investigation prior to submitting a request.  

Compliance 
The agency administrator shall monitor requests made by authorized users of the agency by 
reviewing their Requests History queue in PMP AWARxE. 

Case Disposition 
An update on the disposition of the case for which the information was requested must be 
submitted quarterly, in accordance with procedures established by Department rule. 
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5 Authorized User Responsibilities 

Training 
1. Prior to registration, authorized users must review and demonstrate completion of this 

Training Guide for Enforcement and Investigative Agencies, DH8012-PDMP, effective January 
2015, which is located at http://www.e-
forcse.com/law_enforcement_investigative_agencies. 

2. Authorized users must demonstrate completion of the E-FORCSE Information Security and 
Privacy Training Course, effective January 2015, which located at http://www.e-
forcse.com/law_enforcement_investigative_agencies. 

Safeguarding Information 
Authorized users shall protect and maintain the confidentiality and security of the information 
received in accordance with the user agreement and applicable state and federal laws. 
Authorized users must attest that the request for information is predicated on and related to an 
active investigation. 

Prior to an authorized user disclosing information received from the program manager or 
support staff to a criminal justice agency, as authorized by section 893.0551(4), F.S., the 
authorized user must redact all information that is not the subject of the investigation. 

All information disseminated from the PDMP database in any form to any entity is considered 
protected health information and any and all applicable federal and state laws, including the 
Health Insurance Portability and Accountability Act (HIPAA), govern the use of it. It is the 
Agency’s duty and responsibility to maintain the confidential and exempt status of any 
information received from the PDMP. 

Information provided will not be used for any purposes not specifically authorized by the user 
agreement. Unauthorized use includes, but is not limited to, requests on behalf of another law 
enforcement agency, requests not related to a legitimate purpose, personal use, and the 
dissemination, sharing, copying, or passing of this information to unauthorized persons. 

All information provided to an agency, entity, or individual will be labeled “CONFIDENTIAL: This 
information obtained from E-FORCSE contains confidential controlled substance prescription 
dispensing information.” Information received by an Agency should only be retained until the 
investigation or prosecution is complete and will thereafter be destroyed. 

Information provided by electronic means will be stored in a place physically secure from access 
by unauthorized persons. Access to the information provided will be protected in such a way 
that unauthorized persons cannot review or retrieve the information. 
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6 Assistance and Support 

Administrative Assistance 
If you have any non-technical questions regarding E-FORCSE, please contact: 

E-FORCSE, Florida’s Prescription Drug Monitoring Program 
4052 Bald Cypress Way, Bin C-16 
Tallahassee, Florida 32399 

Phone: 850-245-4797 
E-mail: e-forcse@flhealth.gov  
Website: www.e-forcse.com 
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7 Document Information 

Version History 
The Version History records the publication history of this document.  

Publication Date Version Number Comments 

7/1/2018 1.0 Initial publication 

Table 1 – Version History 

Change Log 
The Change Log records the records the changes and enhancements included in each version. 

Version Number Chapter/Section Change 

1.0 N/A N/A 

Table 2 – Document Change Log 
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Appendix 1: User Agreement 
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Appendix 2: Agency Administrator Appointment 
Form  
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Appendix 3: Agency Authorized User Appointment 
Form  
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Appendix 4: Certification 
 

 

 

Florida’s Prescription Drug 
Monitoring Program 

4052 Bald Cypress Way, Bin C-16 
Tallahassee, FL 32399 
Phone: (850) 245-4797 

Fax: (850) 617-6430 
e-forcse@flhealth.gov 

 

 
CERTIFICATION 

 
Rule 64K-1.003(4)(d), Florida Administrative Code, Accessing the Database, requires the Training 
Guide for Enforcement and Investigative Agencies DH8012-PDMP, effective June 2016 to be 
reviewed by authorized users prior to appointment. This form is part of the required 
documentation that agency administrators and agency authorized users must complete in order to 
request information from the E-FORCSE database during the course of an active investigation 
involving prescribed controlled substances.  

 
Please sign and return the completed form to agency administrator. 

 
Name 

  
Title Employee ID Number 

Agency Name 

Telephone Number Email Address 

 
I certify that I have read and understand the information contained in the Training Guide for Enforcement 
and Investigative Agencies. 

 

Signature:  
 
 

Date:  

 




